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Goals for Today

• Discuss common employer concerns with employees’ use 

of social media, BYOD and electronic systems in general.

• Review recent cases and relevant laws.

• Discuss best employer practices during all stages of the 

employer relationship.

• Answer your questions.

1



Social Media and the Workplace
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Social Media Dangers:  Viral Posts

• Social media posts can go viral, causing severe legal 

and/or PR repercussions for employers. 

• Recent example involving Dash Delivery:

– HR employee replied to an application in an email making fun of an 

applicant’s English proficiency 

• “Let me tell you now, if you no speak English, I will send you home” 

– Applicant’s daughter tweeted about the incident 

• Originally had about 300 followers

• In 2 days the tweet had been retweeted 16,600 times and liked by 35,000 users

– The HR employee was terminated by Dash Delivery
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Social Media Dangers:  Offensive posts
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Consider…

• You are a manager, and you see that one of your 

Facebook “friends” made a post in which she called you a 

“scumbag” or worse, and complained that the office 

environment is unbearable and that she hates her job and 

everything that the company does.  Her co-workers 

chimed in with supportive comments.  You are incensed, 

and you happen to know that your company has a policy 

that broadly prohibits employees from discussing the 

company on the internet without the company’s 

permission.  You’d like to terminate the employee.  Can 

you do that?
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Social Media and the NLRB
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National Labor Relations Act (“NLRA”)

• Section 7 of the NLRA gives employees (both union and 

non-union) the right to engage in concerted activity for 

the purpose of collective bargaining or other mutual aid 

or protection. 
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National Labor Relations Act

• Examples of protected concerted activities under Section 7 of 
the NLRA:

– Discussing terms and conditions of employment

– Soliciting others to join in action

– Distributing materials

– Complaining – even to outsiders – about the employer, its managers and 
supervisors, or about working conditions

• Under the present Administration, the NLRB is likely to be more 
lenient regarding social media policies and related employer 
discipline, but do not expect that change in approach to stick.  
The NLRB may return to striking down as unlawful any social 
media policies and disciplinary actions it deems capable of 
being reasonably interpreted as prohibiting or having the 
tendency to chill employees’ Section 7 rights. 
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NLRB General Counsel’s 2012 Memo

• In a 2012 Memorandum, the NLRB’s General Counsel found that:

– One employer’s social media and confidentiality policies, which prohibited employees 
from releasing or sharing “confidential company information,” were overly broad and 
unlawful, because they could be construed as prohibiting employees from discussing 
terms and conditions of employment in violation of the NLRA.

– Sections of another employer’s  social media policy, which reminded employees to 
refrain from posting photos, music and videos of others without obtaining the owner’s 
permission, to be respectful in their use of social media, and to “think carefully about 
“‘friending’ coworkers” to be unlawful, because these reasonably could be interpreted as 
proscribing the use of photos or videos depicting employees engaged in Section 7 
activities, and discourage protected criticisms and related discussions. 

• The policy that the GC approved at the end of the 2012 Memorandum 
remains the latest, though perhaps not the greatest, standard for 
employers to follow…  The present administration represents a 
different approach, as demonstrated by the recent developments from 
the NLRB. 
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Treatment of Social Media Policies Prior to 2017

• Lutheran Heritage

– For facially neutral workplace policies and rules

– “If the rule does not explicitly restrict activity protected by Section 7, the 

violation is dependent upon a showing of one of the following: (1) 

employees would reasonably construe the language to prohibit 

Section 7 activity; (2) the rule was promulgated in response to union 

activity; or (3) the rule has been applied to restrict the exercise of Section 

7 rights.”
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New Standard: Boeing

• Boeing (2017)  
– When reviewing a policy that “would potentially interfere with the exercise of 

NLRA rights,” the Board will consider “(i) the nature and extent of the potential 
impact on NLRA rights, and (ii) legitimate justifications associated with the 
rule.” 

– Creates a more employer-friendly standard than Lutheran Heritage. 

• Boeing applied: United States Postal Service (2018) 
– An ALJ found the US Postal Service’s social media policy, which states “all 

proprietary information and information covered by the Privacy Act are off 
limits,” as lawful under Boeing. 

– However, the ALJ also found that the “acceptable use” policy, which prohibits 
the disclosure of “any Postal Service information that is not otherwise public 
information without authorized management approval,” unlawful under 
Boeing. 
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General Counsel’s 2017 Memo

• Instructs that cases involving “significant legal issues” 

should be submitted to the Division of Advice, including 

specifically cases involving: 

– “Concerted activity for mutual aid and protection” 

– “Common employer handbook rules found unlawful”

– “Purple Communications” 

• Reflects an employer-friendly shift in the Board’s 

approach. 
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Decisions Affected by 2017 Memo 

• Concerted Activity 

– NLRB v. Pier Sixty (2nd Cir. Apr. 21, 2017)

• Catering Co terminated employee 2 days before a union election for this post:  

– Bob is such a NASTY MOTHER F**KER don't know how to talk to people!!!!!! F**k his mother and his 

entire f**king family!!!! What a LOSER!!!! Vote YES for the UNION!!!!!!!

• NLRB held the post constituted “protected concerted activity” and employee’s termination 

violated the NLRA. Employer was ordered to reinstate employee. Second Circuit affirmed, 

taking particular note of the fact that Pier Sixty previously had consistently tolerated the use 

of profanity among its employees and supervisors.

– Fresh & Easy Neighborhood Market (2014) 

• One employee copied an inappropriate image in order to file a sexual harassment claim; 

she had 3 other employees sign the image. 

• The Board found that the “solicitation of [employee’s] colleagues' assistance in complaining 

to the Respondent about the whiteboard incident was for the purpose of mutual aid or 

protection.” 
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Decisions Affected by 2017 Memo 

• Purple Communications (2014) 

– This 2014 decision gave employees the rights to use employer-provided 

email to in furtherance of Section 7 activities (like organizing unions) 

– Based on the 2017 Memo, prior initiative to extend this decision to other 

electronic systems is no longer in effect
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Other Notable NLRB Decisions

• Karl Knauz Motors, Inc. (2012)

– Car dealership’s “courtesy policy” stated: “No one should be disrespectful 
or use profanity or any other language which injures the image or 
reputation of the dealership.”  Language found unlawful under Section 7 of 
the NLRA, which protects employees’ rights to engage in protected 
concerted activities related to the terms and conditions of their 
employment.

– However, employee’s Facebook posting of photos of car accident that had 
occurred at the dealership, and his subsequent termination, were upheld 
because they did not implicate terms or conditions of employment. 

• Dish Network (2012)

– Social media policy that contained prohibitions against “disparaging or 
defamatory comments about [the Company]” and banned social media 
discussions during “Company time” held invalid because it could 
reasonably be interpreted to interfere with Section 7 activities.
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Employers’ Social Media Policies in the News

• Washington Post (March 2018)

– Company updated social media policy, aiming to prohibit conduct which “adversely affects The Post’s 

customers, advertisers, subscribers, vendors, suppliers or partners” 

– NLRB unfair labor complaint based on the allegedly overbroad social media policy, and company’s 

alleged failure to negotiate with union over it  

• Hard Rock in Vegas (January 2018)

– Social media policy required posts to be “accurate and truthful,” and employees to be “completely 

transparent” and share true identity for “personal protection” 

– NLRB Complaint for overbroad and discriminatory employee handbook rules

• New Orleans Saints (March 2018)

– EEOC charge alleges more restrictive social media rules for cheerleaders than for the football players

– Former cheerleader alleges the rules are “highly and patently offensive and discriminatory holding the 

female cheerleaders in a stereotypical role of needing protection from supposed male predators”” 
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Bring Your Own Device (“BYOD”)
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Bring Your Own Device Programs

• Dual-use devices – that is, using the same device, 

typically owned by the employee, for both work and 

personal pursuits – is on the rise among employees. 

– Recent surveys indicate that most of smartphones used for work are 

employee-owned.  This trend has been dubbed “Bring Your Own Device” 

or “BYOD.” 
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Potential Pitfalls of BYOD Programs

• Employees’ use of personal devices to:

– Make harassing, discriminatory, disparaging or otherwise inappropriate 

comments

– Work after-hours (non-exempt employees):

• Could result in wage and hour violations if work hours logged using a BYOD device are not 

properly recorded and compensated
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Potential Pitfalls of BYOD Programs

• Loss of control over company’s confidential information:

– System vulnerabilities:  Interaction between employees’ personal 

applications and company information may result in security breaches;

– Loss or theft of sensitive data – may result in noncompliance with litigation 

discovery holds or information security laws, like HIPAA

• Forensics issues:  depending on the device, it can be difficult to extract documents and/or 

evidence stored on a smartphone – may pose a problem in discovery;

– Sharing of confidential information, intellectual property and/or trade 

secrets:  Mobility and relative ease of access to such devices means 

higher risk of disclosure.
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Potential Pitfalls of BYOD Programs

• Privacy-related concerns:

– Employer access to personal applications or information (e.g., text 

messages, photos, personal email, etc.) through a dual-use device

• Tort claims (invasion of privacy, intrusion on seclusion)

– Sitton v. Print Direction, Inc. (Georgia 2011) – Employer accessed Sitton’s personal laptop and found 

emails (sent from a non-corporate account) indicating that Sitton had been engaged in a competing 

business venture. Sitton filed suit for computer trespass and invasion of privacy under state law. The 

court ruled in favor of the employer, holding that the employer’s computer usage policy allowed for 

inspection of electronic devices in the course of an investigation “triggered by unacceptable behavior.”

• Potential violation of electronic communications laws

– Lazette v. Kulmatycki (Ohio 2013) – Supervisor who accessed and disclosed a former employee’s 

personal e-mails using a company-owned Blackberry for eighteen (18) months after the employee 

supposedly deleted the account information upon her departure, was not authorized to do so under the 

SCA merely because the device belonged to the company. The court found it significant that the 

employee neither knew about nor approved the supervisor’s access to her e-mail after she left the 

company. 

• Detrimental impact on employer-employee relations.
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Potential Pitfalls of BYOD Programs

• Privacy-related concerns (continued)

– Remote wiping

• Employers often do (and should) reserve the right to remotely wipe the data on a BYOD 

device if it is lost or stolen, or if any breach of security is detected.

• In some instances, an employer may need to remotely wipe the entire device if the 

employee’s personal information is intermingled with company data.
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What about text messages? 

• Texting has become a ubiquitous method of 

communicating, including among employees.

• Texts are not stored employer servers, and thus 

employers have less control over them.

• Generally, employers should avoid encouraging texting as 

a company-sanctioned method of communicating, but 

also ensure that BYOD and/or litigation hold policies and 

procedures cover text messages also.
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Technology In the Workplace:

Privacy and Employment Laws
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Recent Wave of Social Media Privacy Laws 

• Numerous states have passed laws prohibiting employers 

from requiring employees or job applicants to provide 

social media log-in information or allow employer access 

to their social media accounts. 

25



What Do These Laws Provide?

• Common features:

– Prohibit employers from requesting or requiring employees or applicants 
to provide usernames and/or passwords to social media sites;

– Prohibit employers from taking discriminatory and/or retaliatory actions 
based on an individual’s refusal to provide access to his or her social 
media account(s);

– Some contain exceptions allowing employers to request and/or require 
access in certain circumstances (e.g., investigating employee misconduct, 
litigation discovery, etc.);

– Some also provide some exceptions to access social media 
communications made using the company’s systems and devices;

– All preserve employers’ rights to access / monitor publicly available social 
media communications.
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Electronic Communications Laws

• Expanding privacy protections for employees under both 

federal and state statutes

– Numerous state laws prohibiting employers from requiring disclosure of 

usernames and/or passwords to employees’ social networking sites

– Electronic Communications Privacy Act of 1986 (ECPA) and the SCA (Title 

II of the ECPA)

– State statutes prohibiting discrimination on the basis of lawful off-duty 

conduct

– State “eavesdropping” laws requiring the consent of parties to an 

electronic communication prior to monitoring

– A few states have laws requiring employers to give notice when 

monitoring employees’ activities on electronic devices
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ECPA and the Stored Communications Act

• Prohibits unlawful access to stored communications and 

transaction records, as well as the disclosure of the 

content of electronically stored communications

• Exceptions:

– The “business extension” exception allows employers to monitor 

employees if:

• Interception achieved through the use of a “telephone or telegraph instrument, equipment or 

facility or any component thereof” furnished by a provider in the ordinary course of business

• Monitoring was conducted “in the ordinary course of business” and was justified by a valid 

business purpose

– The “key consent” exception allows employers to access and/or monitor 

stored communications if consent is voluntarily given prior to monitoring.  
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Federal and State Anti-Discrimination Laws

• Title VII of the Civil Rights Act of 1964

– Prohibits discrimination, harassment and retaliation in employment based on 
race, color, religion, sex (including pregnancy), national origin or ancestry. 

• Americans with Disabilities Act

– Prohibits discrimination and retaliation in employment against qualified 
individuals with physical and mental abilities. 

• Age Discrimination in Employment Act

– Prohibits discrimination and retaliation in employment against workers 40 
years or age or older. 

• State laws may expand upon protected classes 

– May offer additional protections based on citizenship status, sexual 
orientation, gender identity and expression, marital status, lawful off-work 
activities, etc. 
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Wage and Hour Laws and Regulations

• The Fair Labor Standards Act (“FLSA”) requires 

employers to maintain an accurate record of, and properly 

compensate, all hours worked by non-exempt 

employees.

30



Some Practical Tips
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Pre-Employment 

• Exercise caution when using social networking sites to evaluate 
applicants – information that employers cannot ask about in an 
interview may be readily available online, such as:

– Age

– Religion

– National origin

– Sexual orientation

– Disability

– Marital status

– Family responsibilities

– Political views

• Some states also prohibit employment decisions based on an 
applicant’s off-duty lawful behavior and/or use of lawful products
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Pre-Employment 

• Take-aways:

– Be cognizant of applicable anti-discrimination laws and state statutes;

– Rule of thumb:  Information which would be inappropriate to consider 

when making hiring decisions, if obtained through an interview, application 

or other means, is still inappropriate if discovered through the Internet, 

including from social networking sites.
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During Employment 

• Implement and enforce smart Communications Systems, 

Social Media and BYOD policies.  

– Sufficiently broad, but not too broad;

– Clear, concise and legally compliant;

– Effectively establish employer and employee rights and expectations.  
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During Employment

• Communications Systems Policy:

– Ownership / No Right to Privacy.  State, in no uncertain terms, that the 

company owns its electronic communications systems and that 

employees have no right to privacy with respect to information sent, 

received, accessed, viewed or stored on the company’s systems or 

devices

– Employer’s Right to Monitor.  Any such information may be monitored 

or viewed by the employer in its sole discretion, at any time. 

– Company Policies Apply.  Include appropriately worded prohibition on 

using company communications systems to violate company policies, 

including those pertaining to harassment/discrimination and/or 

confidentiality of company information. 
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During Employment

• Social Media Policy:

– Consider the NLRB’s May 30, 2012 Memo (OM 12-59): 

• Know and follow the rules.  “Inappropriate postings that may include discriminatory 

remarks, harassment, and threats of violence or similar inappropriate or unlawful conduct 

will not be tolerated and may subject you to disciplinary action up to and including 

termination.”

• Be respectful.  “If you decide to post complaints or criticism, avoid using statements, 

photographs, video or audio that reasonably could be viewed as malicious, obscene, 

threatening or intimidating, that disparage customers, members, associates or suppliers, or 

that might constitute harassment or bullying.  Examples of such conduct might include…”

• Consider accepted, NLRB-approved language on:  confidentiality, financial disclosure 

laws, links to other sites, ownership of opinions expressed, and use of social media 

at work.

– Consider a well-worded, prominent NLRA/Section 7 disclaimer.
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During Employment 

• BYOD Policy

– Privilege, not a right.  Remind employees that use of BYOD devices is 

conditioned on agreement to the terms of the company’s BYOD program, 

and state to which devices the agreement applies. 

– Written consent to employer access and monitoring of the device.  

Inform employees that their devices will be monitored when they are 

connected to the company’s network.  Clearly state, and have the 

employee acknowledge, the company’s access, monitoring and wiping 

rights (particularly if the device is misplaced or stolen, or if the employee is 

terminated). 

– Report lost / stolen devices.  Require employees to immediately notify 

the company if the device is lost or stolen.
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During Employment

• BYOD Policy (continued)

– Sequester and protect company data.  Require installation / use of 
software and security measures that allows the company to put corporate 
information in a “container” and remotely access / erase such content. 

– Limit access and storage options.  Make only certain corporate 
resources available through BYOD devices, and restrict employees from 
downloading or storing sensitive data on their smartphones (unless this 
information is kept in a company-provided folder).

– Provide for inspections.  Warn employees that their devices, including 
text messages, may be subject to inspection in the event of a corporate 
investigation or litigation, or upon the company’s reasonable request.

• Note: Be aware that this may implicate privacy laws and/or state statutes prohibiting 
required disclosure of social media credentials to employers. 

• Disclaim liability for damage or access to personal information, and encourage employees 
to backup personal photos, contacts, etc. 
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During Employment

• Smart monitoring and investigation practices:

– Do not access, or request to access, employees’ Gmail, Facebook or 

other password-protected accounts, unless there is a legitimate, 

business-related reason for doing so (and even then, only after consulting 

with counsel);

– Thoughtfully limit the scope of investigations to what is necessary to 

satisfy legitimate, legal requirements, particularly when inspecting BYOD 

devices, to avoid incurring liability for accessing personal information.
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During Employment

• Enforcement and Disciplinary Action

– In order for a policy to actually protect the employer, it must be 

consistently and effectively enforced:

• Employers should implement education programs and training procedures to ensure 

supervisors’ and employees’ understanding of permitted and prohibited practices, proper 

reporting procedures and possible disciplinary measures in the event of violations.

– Before taking any disciplinary action, carefully consider the content and/or 

nature of the technology use at issue, and consult counsel to ensure 

discipline is appropriate and legal. 
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Post-Employment: Job References

• A LinkedIn recommendation can come back to haunt you:

– If the employee was terminated, a glowing endorsement may prompt an 

employee to allege that termination was unlawfully motivated.

– A bad review could support a claim for defamation or unlawful interference 

with an employee’s future employment.

– Rule of Thumb: Provide neutral, limited references. 
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Questions?
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